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ABSTRACT

Recently, lightweight and secure virtualization platforms that combine the high security of virtual machines
with the lightweight nature (high performance) of containers have been widely investigated. These platforms are

considered crucial for IoT devices and gateways, which create and communicate vast amounts of data with a
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limited amount of computing resources. Although various platforms have been proposed, to our knowledge, no

studies have compared these platforms in IoT devices and edge computing environments in terms of

understanding practical workload performance and CPU usage. Consequently, it is challenging to determine a

proper platform to achieve optimal performance and efficient resource consumption. To this end, this study

compares and analyzes the latest lightweight secure virtualization platforms—Firecracker, Kata container, and

Unikraft—in edge computing environments. Using the Redis program, which is frequently used for data

collection and storage, the study details the analysis of each platform’s requests per second and CPU usage.

The results show that the proper platform varies based on the message size being transmitted in edge

computing, and the choice of platform affects the CPU resources available for user applications. We believe

this study provides a baseline for selecting the appropriate platform in actual edge computing environments and

serves as a basis for improving future lightweight, secure virtualization platforms.
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